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CGDI

Security and Authentication Strategy

CGDI Security and Authentication is not a “service” as per the CGDI definition of a service but is an enabling layer that can be implemented with all documented CGDI Web based services. This specification summarizes the elements of a CGDI Security and Authentication component.

1. Identification

1.1 Service Name:
CGDI Security and Authentication Strategy

1.2 Purpose: 

This document provides CGDI service providers, application developers and data providers with sufficient detail information about the CGDI Security and Authentication strategy to help them identify requirements for these needs and support CGDI implementations. This document is not a detail specification document but a description of a Security and Authentication approach and therefore cannot be used directly by developers to build a Web-based Security and Authentication enabled CGDI Service. The information contained in this document has been summarized from activities undertaken by OGC during the Military Pilot Project (phase 1).  

Although the CGDI architecture should not be limited to Web based interoperability, it is assumed that the primary means of accessing services will be via HTTP (as per current Web based standard specifications).  Even a simple service such as rendering a map layer by a Map Server has security implications.  Different sources of geographic data may have different levels of sensitivity in terms of who is allowed to access them. The need for security and authentication mechanisms increases with the needs to share information in an open and interoperable fashion. 

Initial investigations on security and authentication for geospatial data have focused on currently available Web-based security technology. With this document CGDI doesn`t re-invent new security technology and related interfaces, but instead aims at using available standards as much as possible and promote extension of these standards, if required.

Considering the state of current technology, the following mechanisms have been investigated: 

· Support Security and Authentication for data and services to individuals or classes of individuals. 

· Support Security and Authentication for a chain of services (e.g. Cascading Map Servers) to individuals or classes of individuals. 

· Support Security and Authentication based on standard Web “trusted” forms of communication. 
1.3 Scope:

A CGDI secure infrastructure is intended to provide protected, verified and authorized access to services and data. By protected we mean that interactions between components must be private (prevent eavesdropping) and ensure integrity (prevent tampering). By verified we mean that communications are authenticated  (to prevent impostors by confirming identity or role) and signed (to be non-deniable). By authorized we mean that access to services and data are controlled by the verified identity and/or role of the requesting user or client. 

The intent of this document is not to support full end-to-end security but described some essential elements that constitute the CGDI Security and Authentication component. Extended capability such as delegated functionality, cascading authentication, robust auditing, multi-level dataset or feature level access control, or authorization of specific operations from a service will not be addressed by this document.

Assumption is also made that all organizations hosting CGDI web services will provide adequate firewalls and physical security including standard web security services such as SSL and X.509. 

This document will cover the functional components requested by a client application and posted to a CGDI Web Feature Server using HTTP as the distributed computing platform.  A CGDI Web Feature Server will read and in a sense executes WFS requests. Considering that Web Feature services have already been specified by the Open GIS Consortium (OGC) and this specification is near adoption by OGC, references to CGDI Web Feature Server Specifications will be directed to OGC Web Feature Server Specifications.

2. Description

2.1 Functional Description:
A CGDI system would typically be comprised of Web-deployed browser, desktop-application, server and middleware (servers that also behave as clients) components. All components communicate using Internet standards such as HTTP, HTML and GML/XML. For the purpose of Security and Authentication, all these components may also interact via SSL protocols for “secure” communications. It is further assumed that a Public Key Infrastructure (PKI) is used for generating and exchanging X.509 certificates for client and server authentication.

As presented in figure 1.0 all client components (either browser-based or desktop application) support confident identification of a server (i.e., server authentication) via SSL-based exchange of a server certificate with a client. Similarly, all CGDI Web Services (i.e., WMS, WFS, Web Coverage Server (WCS), Cascading Map Server (CMS) and Service Catalog instances) support confident identification of a client (i.e., client authentication) via SSL-based exchange of a client certificate with a server. 
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Figure 1. High Level Security and Authentication Component View

Middleware components behave simultaneously as client and server and support both SSL-based client and server authentication. Middleware components are not required, however, to act as proxies for their clients in which client certificates are “cascaded” to backend services. For this document only “point-to-point” (and not “end-to-end”) encryption is supported. Secure communications therefore only extends between a sender and its most immediate recipient (client and server). 
Client and server authentication is achieved only through exchange of a valid certificate that has been signed by an approved certificate authority. Implementation of server-side access control lists is optional and may exist through facilities of HTTP Web server on which a particular service was deployed. Additional or more rigorous authentication mechanisms can be implemented but are beyond the scope of this document.

2.1.1 Component Interactions and Messages

CGDI server components are deployed on HTTP Web Servers. Server components are implementations of CGDI Web Service Interfaces for HTTP and interfaces are named collections of operations. Operations generally have input messages (requests) and output messages (responses). Operations are invoked using standard HTTP “GET” and “POST” binding mechanisms (Figure 2). HTTP GET requests are encoded as URI strings. HTTP POST requests are encoded as GML or XML. Depending on service types (i.e., WMS, WFS, WCS, CMS, or Service Catalog), responses to CGDI Service requests (both GET and POST) may be “pictures” (e.g., GIF, PNG, JPEG) in the case of a Web Map Service or geographic features with geometry properties encoded in GML in the case of a Web Feature Service . 
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Figure 2. OGC Web Service request/response messages

To understand the exact nature of the data transported as part of request and response messages, the reader is referred to the respective OGC Web Service implementation specification for WMS/CMS, WFS, WCS, and Catalog Server. 

WMS: http://feature.opengis.org/members/archive/arch01/01-021r1.doc
WFS: http://feature.opengis.org/members/archive/arch01/01-023r1.doc
WCS: http://feature.opengis.org/members/archive/arch01/01-018.doc
Catalog Service: http://ip.opengis.org/mpp1/docs/StatelessCatalog-010501.doc
2.1.2 Public Key Infrastructure

A Public Key Infrastructure (PKI) is a portion of a security management infrastructure dedicated to the management of keys and certificates used by public key-based security services. The PKI system will issue and manage identity and e-mail certificates to organizations/ users who subscribe to the public key infrastructure model. The goal of PKI is to establish a common infrastructure that can be used by all public and private organizations in order to achieve interoperability. This translates to commonality and coordination of standards and implementations. 

The basic components deployed in support of PKI systems are: 

· Certificate Authority (CA) Server(s) 

· Directory Server 

Other components of PKI systems are: 

· Registration Authority (RA)  

· Local Registration Authority (LRA)  

· Internet browser/ applications residing on local computers supported by end-users

· Middleware services hosted by data providers and service providers 

In general, personal certificates serve two purposes:

· Allow end-users to communicate using encrypted messages using public key for sending and receiving messages.

· Certify the identity of end-users when they send messages to others or interact with other applications. 

Netscape browsers and Web servers use certificates when communicating through the Secure Socket Layer (SSL) protocol. The server proves its identity to the browser by sending the browser its certificate. Certificates can be used to replace multiple passwords for authentication so that users need only remember a single password that accesses their private key. They can also be used to send secure e-mail so that a message can be signed to verify the identity of the person who sent it. The message can include the signer’s certificate, which the recipient can use to verify the digital signature. This verification insures that others have not altered the message. Secure e-mail can also be encrypted so that it cannot be read by anyone during transit. 

Certificates are issued by a Certificate Authority (CA). The Local Registration Authority (LRA) delivers requests for certificates to the CA. An LRA is established by a Registration Authority (RA) to allow for the remote registration of users. It is the responsibility of the LRA to verify the identity of users and that users understand liabilities and responsibilities associated with possession of a private key and agree to abide by the established rules. Failure of users to abide by the established rules can result in the revocation of their certificates by the RA. 

Rules for certificates are as follows: 

· Protect these instructions until the registration process is complete. 

· Use certificate and private key for OFFICIAL USE ONLY. 

· Comply with guidelines for selecting a strong password as stated in the registration process (use at least eight (8) characters, letters & numbers, NO dictionary words, meaning words not found in the dictionary). 

· Protect your password and private key and do not allow others to use them. 

· Report the compromise of these instructions and/or your password/private key to your LRA.

A user may be either a human or component (software). When the user is a software component an individual will be responsible for the operation of the component. It is the responsibility of this individual to request appropriate certificates from the LRA and ensure that PKI policies regarding the certificates are abided by.

2.1.3 Secure Socket Layer (SSL)

The certification exchanges between client and server is handled by the SSL protocol. SSL is the most widely used protocol for implementing cryptography on the Web. As shown in Figure 3, SSL provides a secure enhancement to the standard TCP/IP sockets protocol used for Internet communications. SSL is added between the transport layer and the application layer in the TCP/IP protocol stack. HTTP is the application most commonly used with SSL. 


[image: image3.wmf]Application Layer

(

HTTP, NNTP, Telnet, FTP, etc)

Secure Sockets Layer 

(SSL)

Transport Layer

(TCP)

Internet Layer

(IP)


Figure 3. TCP/IP Protocol Stack with SSL

Figure 4 below shows the sequence of messages that are exchanged between a client and server during the SSL handshake. Messages that are only sent in certain situations are noted as optional. Those messages that involve the exchange of certificates are italicized. Each of the SSL messages is described in the following the figure.
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Figure 4. SSL Handshake between a client and a server.

1. Client hello. 

The client sends the server some information including the highest version of SSL it supports with a list of the cipher suites it supports. The cipher suite information includes cryptographic algorithms and key sized.

2. Server hello. 

The server chooses the highest version of SSL and the best cipher suite that both the client and server support and sends this information to the client.

3. Certificate. 

The server sends the client a certificate or a certificate chain for server authentication by clients.

4. Certificate request. 

If the server needs to authenticate the client, it sends the client a certificate request.

5. Server key exchange. 

The server sends the client a server key exchange message when the public key information sent in message 3 is not sufficient for key exchange.

6. Server hello done. 

The server tells the client that it is finished with its initial negotiation messages.

7. Certificate. 

If the server requests a certificate from the client in message 4, the client sends it certificate chain, just as the server did in message 3.

8. Client key exchange. 

The client generates information used to create a key to use for symmetric encryption. For RSA, the client then encrypts this key information with the server’s public key and sends it to the server.

9. Certificate verify. 

When this message is used, the client sends information that it digitally signs using a cryptographic hash function. When the server decrypts this information with the client’s public key, the server is able to authenticate the client. The server then completes the process of authenticating the client.

10. Change cipher spec. 

The client sends a message telling the server to change to encrypted mode.

11. Finished. 

The client tells the server that it is ready for secure data communication to begin.

12. Change cipher spec. 

The server sends a message telling the client to change to encrypted mode.

13. Finished. 

The server tells the client that it is ready for secure data communication to begin. This is the end of the SSL handshake

14. The client communicates with the server using the symmetric encryption algorithm and the cryptographic hash function negotiated in messages 1 and 2, and using the secret key the client sent to the server in message 8.

15. The server communicates with the client using the symmetric encryption algorithm and the cryptographic hash function negotiated in messages 1 and 2, and using the secret key the client sent to the server in message 8.

Specific procedures for configuring web servers and browsers to use or transform certificates are not included in this document.  But example instructions for generating CSRs and installing signed Certificates on popular Web servers (these URLs are offered here for information purposes only. Refer to your Web Server's technical documentation for more detail information:

Stronghold (Apache) 2.0 Implementation Guide:

http://www.verisign.com/clientauth/kit/apache.html
Netscape Enterprise

http://www.verisign.com/clientauth/kit/netscape.html
Microsoft IIS 3.0

http://www.verisign.com/clientauth/kit/microsoft.html
2.2 Reference Documents

Detail information on OGC Web Server Specifications can be found at the Open GIS Consortium web site (http://www.opengis.org).

Additional information on PKI can be found at the following web sites:

http://www.iplanet.com/developer/docs/articles/security/pki.html
http://webex.gdgsc.com/ieca/training/ieca-introtopki/index.htm
http://www.pki-page.org/
Additional information is available at the following web site:

http://java.sun.com/j2se/1.4/docs/guide/security/jsse/JSSERefGuide.html).

Additional information on SSL and Java can be found at the following web sites:

http://www.iplanet.com/developer/docs/articles/security/ssl.html
http://www.javaworld.com/javaworld/jw-04-2001/jw-0413-howto_p.html
http://www.javaworld.com/javaworld/jw-01-2001/jw-0112-howto_p.html
http://www.pki-page.org/
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